
GET STARTED

Work from Anywhere 
with VMware SD-WAN
Making “business impossible” possible



As employees continue to work from home and from anywhere, companies 
must ensure their network infrastructure provides a secure and fast 
connection between their data center and cloud services and an increasingly 
dispersed workforce. 

Managing these challenges is an easier process when leveraging state of the 
art networking technology, such as software-defined wide area networks  
(SD-WAN). The software-based nature of SD-WAN makes it a perfect fit for 
managing the modern network, supporting both the cloud and the work from 
home (WFH) employment model.

VMware SD-WANTM is a best-of-breed networking solution for enterprises 
trying to thrive in a changing business world. It offers a simple process for 
installation and configuration, seamless scalability, and industry-leading 
security support as a secure access service edge (SASE) platform. Simply put, 
VMware SD-WAN lets modern companies handle their impossible networking 
challenges. This eBook takes a closer look at how.
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The New Challenges of the Home Office 
What kinds of networking challenges do companies face in this new environment? And how does VMware 
SD-WAN eliminate these challenges? 

When an entire family is working (or schooling) from home, traffic to and from the home network becomes 
congested. Kids are watching videos, playing games or participating in online classes. At the same time, 
working adults have online meetings and regularly access their companies’ cloud-based enterprise 
applications. 

In this congested environment, what’s required is an exceptional network quality of service (QoS). When a 
kid’s cartoon competes for bandwidth with a parent’s customer call, for example, the parent usually has 
no way to tell the network that the video call needs more bandwidth than the TV show. 

Additionally, company IT teams very rarely manage home networks. Instead, they’re handled by the 
employee. Networking issues can affect employees’ access to cloud applications such as Microsoft 365 or 
Zoom video conferences over consumer broadband. 

Ultimately, new networking policies are required to handle dispersed employees working from home. 
Companies must embrace software as-a-service (SaaS) and unified communications as-a-service (UCaaS) 
while pivoting to an infrastructure as-a-service (IaaS) model.

3W O R K  F R O M  A N Y W H E R E  W I T H  S D - W A N

Business Continuity Challenges

VMware SD-WAN Advantages 

Demonstrated Improvement 

Use Cases 

Simple Setup 

Privacy 

Offers and Pricing



Massive movement to  
work from home

Embrace SaaS/UCaaS for 
resiliency & disaster recovery

Meet new compute 
requirements using IaaS

• QoS is a must. Business apps 
need priority over home traffic

• Surge in Internet demand 
degrades application access

• Home office connectivity is not 
managed by IT or providers

• Enterprise apps, voice, video 
and VDI suffer with inconsistent 
WAN performance

• Network performance (latency, 
loss, jitter) on consumer 
broadband is highly variable

• Moving to the cloud requires 
WAN transformation

• Differences in private and public 
cloud access drives network 
complexity

• Multi-cloud network access 
performance is a critical issue

Drivers for WAN Transformation
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Benefits of VMware SD-WAN 
VMware SD-WAN helps businesses navigate this perfect storm of WAN transformation. VMware SD-WAN 
is the secure access service edge (SASE) platform that converges network edge and cloud security 
service to deliver flexibility, agility, and scale for cloud-first enterprises—and makes working from home 
consumer-simple.
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VMware SD-WAN Components 
• The VMware SD-WAN Edge device is typically installed on the home network, at a branch site, or at a data center as a hub.

• VMware SD-WAN Gateways access cloud-based services and applications. They are strategically located in top-tier PoPs 
worldwide, managed and operated by VMware and its service provider partners. These Gateways are in close proximity to 
SaaS providers across the globe.

• The VMware SD-WAN Orchestrator provides network management and monitoring functionality. It enables 360-degree 
visibility of the entire enterprise network, including the home networks of remote employees.
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To keep employees from accessing non-work-related websites through VMware SD-WAN, business policies are defined in 
the VMware SD-WAN Orchestrator. This provides the flexibility to separate work and home network traffic. Smart defaults 
are defined in the Orchestrator’s business policy framework for many cloud applications. VMware currently recognizes more 
than 3,000 applications and that number keeps increasing every quarter.

These customizable policies are categorized by business applications, critical applications or bulk applications. VMware 
SD-WAN creates an SD-WAN overlay tunnel to the VMware SD-WAN Gateway, to other VMware SD-WAN Edges, or to 
Edges in a data center configured as a hub. 

These components form a modern networking 
solution with the flexibility that’s critical in the 
current business world. For example, users 
normally access SaaS applications through the 
VMware SD-WAN Gateway. They can also access 
the Internet, bypassing the VMware SD-WAN 
Edge device installed in the home network, by 
using the Direct Internet Access (DIA) feature.

Business Continuity Challenges

VMware SD-WAN Advantages 

Demonstrated Improvement 

Use Cases 

Simple Setup 

Privacy 

Offers and Pricing



Transport and Security Features
Better access for cloud apps
A key feature of the VMware SD-WAN platform is assured application performance, provided using the 
innovative VMware SD-WAN Dynamic Multipath Optimization™ (DMPO) technology. The platform also 
continually monitors all network circuits no matter the type. 

VMware SD-WAN allows companies to use public circuits to access cloud-based applications in a secure 
and optimized way. That’s where DMPO comes to play in ensuring superior performance. VMware 
SD-WAN Gateways are strategically placed around the globe, typically in the same data center as 
software-as-a-service (SaaS) providers, facilitating this cloud application access.

For example, accessing Office 365 on a laptop from a home office causes the application traffic to be 
recognized by the VMware SD-WAN Edge component located on the same home network. This traffic 
gets redirected to the nearest VMware SD-WAN Gateway, typically located only milliseconds away from 
the service provider. Additionally, network engineers use the VMware SD-WAN Orchestrator to define 
business policies for accessing each website or cloud service provider, to ensure information security.

Secured connections
The VMware SD-WAN platform offers multiple layers of security with a host of options depending on 
business needs. One suitable option involves using a firewall as a virtualized network function (VNF) 
running on a VMware SD-WAN Edge device on a home network. 

When remote employees connect to Zscaler, for example, for cloud security, the VMware SD-WAN Edge 
device installed on the home network makes this secure tunnel approach possible. A simple click from the 
VMware SD-WAN Orchestrator configures this secured tunneled connection to Zscaler or another security 
provider. The most important point is the flexibility provided by VMware when it comes to cybersecurity 
on its SD-WAN platform.
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The Benefits You Need for Remote Work
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Real-Life Connectivity Improvements  
This use case highlights the improved performance gained with accessing Office 365 using the VMware SD-WAN 
platform. VMware customers provided these results. Notably, VMware SD-WAN delivers ten times more throughput 
compared to before the new network platform was instantiated. This significant performance boost is a game changer 
for most enterprises, and perfectly illustrates why many choose VMware as their SD-WAN platform of choice.

Microsoft 365 on a single link 
(brownout condition) from branch in 
Thailand to gateway in Singapore

10X Higher average throughout with 
VMware SD-WAN
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VMware SD-WAN greatly improves performance with DMPO, which continuously monitors all the circuits 
and then performs on-demand link remediation. Consider a video stream over degraded link conditions. 
On the left side is a legacy router transmitting a web-based video stream with two percent packet loss. 
The right side shows how the VMware SD-WAN platform delivers a much clearer picture and video feed. 

While these functions happen behind the scene, users enjoy a superior quality of experience (QoE), while 
trusting their network’s circuits are performing at the highest possible efficiency.

Video conference over dual WAN link with 2% packet loss
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The Mean Opinion Score (MOS) is one of the most useful metrics for tracking the quality of any WAN 
connection. Even with 15 percent packet loss, VMware SD-WAN performed superbly with a MOS rating of 
over 4.0, which is considered to be a good score for WAN quality. Most importantly, the audio quality of 
the enterprise’s voice over Internet protocol (VoIP) resources doesn’t suffer.

Single DSL Circuit 
Standard Calculated MOS Scoring

Single Cable Circuit 
Standard Calculated MOS Scoring

VMware SD-WAN VMware SD-WAN
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Business Continuity Use Cases For SD-WAN   
One of the most relevant use cases for SD-WAN is telemedicine. Many people under shelter in place orders use 
telemedicine to visit with doctors or pediatricians who are possibly also working from home. In these situations, 
telehealth workers need reliable voice and video connectivity to talk to their patients no matter their location.

SD-WAN is also a great solution for pop-up sites, from vaccination centers to holiday retail locations, that may 
not have traditional network connectivity. SD-WAN can use whatever circuits are available, including 4G/LTE, 
cable, fiber, or DSL broadband, to connect temporary locations back to central electronic health records or 
inventory tracking tools.

Temporary healthcare or retail sites 
need secure connectivity back to 

corporate networks

Telemedicine workers need reliable 
voice and video connectivity to 

interact with patients from anywhere

Work at home users need 
connectivity to applications in the 
data center, IaaS, and SaaS clouds
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Consumer Simple, Enterprise-Ready  
VMware SD-WAN is enterprise-ready but simple enough to set up at home with a Wi-Fi network. Once 
the VMware SD-WAN Edge device is activated, the cloud-delivered VMware SD-WAN Orchestrator 
handles configuration and monitoring, making troubleshooting easy.

IT admin adds a new VMware 
SD-WAN Edge to account
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Home Connectivity Options for Work@Home  

Easily installs behind 
cable/DSL modem

Separates home apps from 
business apps

LTE for WAN backup or 
augmentation for business apps
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When ISP modem and home router are separate

Option 1: VMware SD-WAN Edge insertion between modem and home router 
(preferred)

• Edge can prioritize work over home traffic.

• Home router connects to Edge.  Home devices remain unchanged.

• Personal wired or wireless devices connected to the router don’t need any 
configuration changes.

Option 2: VMware SD-WAN Edge behind home router

• Edge can’t prioritize work over home traffic, but can provide loss protection.

• Very simple cable plugin into home router.  Home devices remain unchanged.

WFH users are able to leverage segmentation to separate work-related network traffic from any home Internet activity. 
This approach keeps personal applications and devices segregated from business traffic and business applications. 
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All-in-one ISP modem and home router

Option 1: VMware SD-WAN Edge insertion between modem and 
home router (preferred)

• Edge can prioritize work over home traffic.  

• Home must reconnect to the Edge.

• Personal wired or wireless devices connected to the router don’t 
need any configuration changes.

Option 2: VMware SD-WAN Edge behind home router

• Edge can’t prioritize work over home traffic, but can provide loss 
protection.

• Very simple cable plugin into home router.  Home devices remain 
unchanged.
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Traffic from the private segment directly accessing the Internet also benefits from this deployment option. Because it isn’t 
routed through the cloud gateways and other components, there is no visibility into the traffic.

Turning Off Personal Internet Activity Reporting    
Inserting the VMware SD-WAN Edge component between the modem and router can raise privacy concerns, because all 
personal Internet traffic travels through the VMware SD-WAN Edge. Employees don’t necessarily want employers to have 
access to personal Internet history, or data on the applications and websites visited on that home network. Creating a special 
private segment identifies personal network traffic so that VMware SD-WAN doesn’t track it. This also ensures the platform 
doesn’t perform any deep packet inspection on that traffic. It also doesn’t send any detailed information to the VMware 
SD-WAN Orchestrator other than the amount of traffic that’s traversing the VMware SD-WAN Edge.

Private segments appear in the VMware 
SD-WAN Orchestrator as Internet 
Protocol. So even if the traffic is made 
up of a number of different applications, 
there’s no granular visibility into that 
traffic at the Orchestrator. In short, 
network engineers won’t be able to see 
information on individual websites or 
applications. This approach lets users 
leverage deployment Option 1, where 
the VMware SD-WAN Edge is 
prioritizing business traffic, while still 
protecting the privacy of home users.
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Prevent Family Members from Accessing 
Corporate Resources     
Can you prevent family members from accidentally or intentionally accessing your corporate resources? VMware provides 
three different authentication options to handle this scenario.

• VMware SD-WAN supports the Wireless 802.1X authentication standard. This approach ensures all devices connecting to 
the home network must use this wireless authentication. 

• For physical ports, RADIUS authentication allows companies to leverage an existing RADIUS server used for 
authentication. This option ensures that only known and trusted devices are able to connect to the home network.

• Finally, there are devices like certain IP phones that don’t support 802.1X. For that scenario, VMware provides a MAC 
authentication bypass option. Users can create and manage an allowed list of IP addresses for these non 802.1X devices. 
VMware SD-WAN Edge recognizes these addresses and subsequently allows the devices to access the home network.
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Work From Home Offers
To learn more, visit the VMware SD-WAN Business Continuity page

Both subscriptions include access to VMware Edge Network IntelligenceTM, a vendor-agnostic artificial intelligence for IT 
operations (AIOps) solution focused on the enterprise edge. VMware Edge Network Intelligence provides visibility not just into 
the SD-WAN network, but all the way to the LAN. It gives IT administrators new insight into non-enterprise networks, including 
home Wi-Fi networks, to analyze and remediate common WFH problems such as dropped VoIP calls and jittery video 
conference connections.
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Expect superior performance when taking part in company videoconferences 
and accessing cloud-based applications, all provided with an industry-leading 
security footprint. 

To learn more about how VMware SD-WAN can help with your business 
continuity challenges, see the VMware SD-WAN Work @Home page.

Join us online:

https://sdwan.vmware.com/solutions/business-continuity

